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1. Information Systems  Development, 
Audit, Sec urity Polic ies 
An information systemȱǻǼȱȱȱ
ȱȱȱȱȱǰȱȱ
 ȱȱ¢ȱȱȱȱȱȱ
ȱȱȱ¢ȱȱȱȱȱ
ȱǰȱ ȱȱȱȱȱ
t hroughout   al l   m anagem ent   deci si onal   l evel s 
ȱȱȱȱ£Ȃȱ¢ǯ
ȱȱȬȱǰȱ Ȭ
ȱȱȱȱȱ ȱȃ Ȭ
ȱ¢Ȅȱȱȃȱȱ Ȭ
ȱ¢Ȅǰȱȱȱȱȱ
ȱȱ¢ȱǰȱȱȱȱ Ȭ
ȱȱȱǰȱȱȱȱȃ Ȭ
Information Systems Sec urity Audit
Ab strac t:  The artic l e c ov ers:
¾ De f i n i n g  a n  i n f or ma t i on  s y s t e m;  b e n e f i t s  ob t a i n e d  b y  i n t r od u c i n g  n e w i n f or ma t i on  t e c h n ol og i e s ;  
I T  ma n a g e me n t ;
¾ De f i n i n g  p r e r e q u i s i t e s ,  a n a l y s i s ,  d e s i g n ,  i mp l e me n t a t i on  of  I S ;
¾ I n f or ma t i on  s e c u r i t y  ma n a g e me n t  s y s t e m;  a s p e c t s  r e g a r d i n g  I S  s e c u r i t y  p ol i c y ;
¾ Con c e p t u a l  mod e l  of  a  s e c u r i t y  s y s t e m;
¾ Au d i t i n g  i n f or ma t i on  s e c u r i t y  s y s t e ms  a n d  n e t wor k  i n f r a s t r u c t u r e  s e c u r i t y .
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ȱ¢ǰȱȱǰȱ
ǰȱǰȱȱȱȱ¢Ȃȱǰȱȱ¢Ȃȱǰȱ Ȭ
ȱ¢ȱȱ¢ǰȱȱ¢ȱǰȱ ǯ82 Finance - Accountancy
No. 6 ~ 2007
ȱ¢Ȅǰȱȱȱ¢ȱȱȱ
level of informational activities automation.
M ost benefits are obtained in a business 
¢ȱȱȱ ȱ information  tech-
nologies ǻǼǯȱȱȱȱȱȱȱǰȱȱ
ȱȱȱȱ¢ǰȱȱ
ȱȱȂȱȱ¢ǯȱȱ
 ȱȱȱȱ¢ǰȱȱȱ Ȭ
ȱȱȱȱȱȱȱǰȱȱ
ȱȱȱȱȱȂȱ Ȭ
ǰȱ ȱȱȱȱ Ȭȱ¢ȱ
ȱȱȱȱȱǰȱ
 ȱǱ
Ȭȱ ȱȱȱȱȱ
the business;
Ȭȱ ȱȱȱȱȱǲ
Ȭȱ ȱȱǰȱȱ
the outcome and the obj ective;
Ȭȱ ȱǲ
Ȭȱ ȱȱ¢ȱȱȱ
achieving the benefits.
The benefits achievement management 
ȱȱȱȱȱȱ Ȭ
ǰȱȱȱȱȂȱ Ȭ
sors.
IS Development ȱȱ¡¢ȱ Ȭ
¡ȱ¢ǯȱȱǰȱȱ
ȱǰȱȱȱ£ȱȱ Ȭ
ǰȱȱ ȱȱȱȱȱȱǰȱ
ȱȱȱ¢ȱȱȱǰȱ
that must establish the necessary details for 
ȱȱǰȱ ȱȱ Ȭ
ȱȱ ȱȱȱ¢ȱ
ȱȱȱ ȱȱȱ
 ȱǻȱ ȱǼȱ ȱ¢ȱ
ǯȱȱȱȱȱȱȱ
 ȱ ȱȱ ȱȬ
sitesȱ ȱȱ¢ȱȱǯȱȱȱ
ȱ¢ȱȱȱȱȱȱȱȱ
Ǳȱdefining the prerequisites, analysis, 
design, creating the I S.
I nformation systems  audit represents a 
complex  activ ity for assessing an information sys-
tem in order to set forth a qualified opinion re-
garding the conformity between the system and 
the regulating standards, as well as ov er the infor-
mation system s capacity of achiev ing the organi-
z ation s strategic obj ectiv es, by efficiently using 
the informational resources and by ensuring the 
integrity of the processed and stored data.
¢ǰȱȱ¢ȱȱȱȱ
ȱ¢ȱȱȱǰȱȱȱȬ
ȱȱȱȱȱȱ¢ȂȱȬ
ǰȱ¢ȱȱǰȱȱ ȱ
ȱȱȃȱȄǯȱȱȱȱȱ
is granted by ISACAǰȱ¢ȱȱȱȱCISA
(Certified Information System Auditor) .
ȱȱǰȱ IT security
ȱȱȱȱ Ȭ
ȱȱȱǻǰȱ Ȭ
 ǰȱȱ¢ǰȱȱȱǼȱ
ȱȱȱȱǰȱ
ȱȱȱǰȱȱȱ Ȭ
ǰȱǰȱȱǯȱȱȱ Ȭ
ȱȱȱǰȱȱŘŖŖŖȱȱ Ȭ
ȱ£ȱ£ȱǻǼȱ
ȱȱȱȱȱBritish
Standard BS 7 7 9 9 ǰȱ¢ȱȱȱȱȱ
ȱȱȱŗŝŝşşȱȮȱ  Practical Code for I n-
formation Security Management .
The said Standardȱ ȱȱřŜȱȱ
ȱȱŗŘŝȱȱȱȱȱ Ȭ
ǰȱȱȱȱǱ
1. ¢ȱ¢ǲ
2. ȱȱǲ
3. controlling the access to the system;
4. ¢ȱȱȱ Ȭ
nance;
5. ¢ȱȱȱ¢ǲ83 Finance - Accountancy
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6. conformity;
7. ȱ¢ǲ
8. £ȱ¢ǲ
9. ȱȱ ȱ Ȭ
ment;
10.information  resources  classification 
and control. 
In order for the ISO 17799 standard to 
ȱǰȱȱȱ ȱ Ȭ
sary of the BS 7799-2  standard. Its advantage 
¢ȱȱȱȱȱȱ ȱȱȱ informaȬ
tion security management system to be imȬ
ȱ¢ȱ¢ȱȱȱ Ȭ
 ȱǱ
a)defining  the  information  security 
ȱ¢ȱȱȱǲ
b)ȱȱȱȱȬ
sary resources;
c) ȱȱȱȱȬ
ment;
d)ȱǲ
e)controls selection;
f) ¢ǲ
g)ǯ
ȱȱȱǰȱȱIT Gov-
ernance Instituteȱȱȱȱ ȱ
of ISACAǰȱȱthe best practices for the 
ȱȱ¢ȱȱ  COBIT ȱȱȮȱȃ Control 
Obj ectives for Information and related Tech-
nology. COBIT structures  the  ȱ
into four areasǱ
a)ȱȱ£ǲ
b)ȱȱǲ
c) ȱȱǲ
d)monitoring and evaluation.
ȱ¢ǰȱȱȱȱȱŘŘŖȱ
ǰȱȱȱřŚȱȱȱ Ȭ
tives.
The security policyǰȱȱȱȱȱ
¢ȱȱȱȱȱȱ
ȱȱ¢ȱ ȱȱ
ȱȱȱǯȱȱ¢ȱ¢ȱ
ȱȱȱȱȱȱ
ǰȱȱȱȱȱ Ȭ
ȱȱȱȱȱ£Ȃȱ
ȱǯȱȱȱȱȱȱ
ȱ¢ȱȱȱȱ¢ȱȬ
ȱȱ¢ǰȱǰȱȱȱ Ȭ
ȱȱȱ£ǯȱȱȱ¢ȱ¢ȱ
ȱ¢ȱǰȱȱȱ¢ȱȱȱ Ȭ
ers to be trained. 
ȱ ȱȱ¢ȱ¢ȱȱ¡ Ȭ
¢ȱ¢ȱȱǱ
 £Ȃȱ¢ȱȱȬ
tivesǰȱ ȱȱȱȱȱȱ
ȱȱȱȱȱ Ȭ
ȱ ȱ¡ȱǰȱȱȱ
ȱȱǰȱȱȱ Ȭ
tegrity or ensuring business continuity;
 ȱȱȱȱȱ
securityǰȱ ȱȱȱȱ¢ȱȱȱ
 ȱǰȱȱȱȱȱ¢ȱ
ȱ¢ǲ
 ȱ ȱ£Ȃȱ Ȭ
ment in ensuring securityǰȱ¡¢ȱȬ
ȱ ȱ ȱȱȱȱ¢ȱ
ǰȱȱ ȱȱȱ¢ȱȱ ȱȱ
¢ȱȱȱȱȱȱȱȱ Ȭ
£ȱǯȱ
In order to achieve security objectives 
ȱȱȱȱȱǰȱȱȬ
¢ȱȱȱȱȱȱ Ȭ
ȱȱǯȱǰȱ ȱȱȱ
ȱȱ¢ȱ¢ȱ ȱȱȱ  Ȭ
ing levelsǱ
 application security, first of all imȬ
¢ȱȱ¢ȱȱȱ ȱȱ
 ȱȱȱȱȱȱȱȱ Ȭ
ȱǰȱȱȱ ȱǰȱȱ
(Secure Sockets L ayer) etc.;84 Finance - Accountancy
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 system securityǰȱȱȱȱ
ȱȱ¢ȱǰȱȱ ȱ ȱ
ȱȱ ȱȱȱȱ¢ǯȱ
The  users  are  identified  and  authenticated 
on a system level by a single security mechaȬ
ǰȱȱȱȱ¢ȱȱȱ
on the system;
 network  securityǰȱȱȱȱ
ȱǰȱȱȱ¢ȱ Ȭ
 ǰȱȱǻVirtual P rivate Network) and gate-
ways;
 physical securityǰȱȱȱ¢ȱ
ǰȱȱȱȱǰȱȬ
ȱȱǰȱȱ Ȭ
ȱǰȱȱȱǲ
 organiz ation  securityǰȱȱ
ȱȱȱȱȱ£Ȃȱ¢ȱ
ǰȱȱ¢ȱǰȱȱ
into  consideration  the  training  in  the  field 
ȱ¢ǰȱ£Ȃȱȱ¢ǰȱ
ȱȱȱȱȱȱȱȱ
of disaster.
It is mandatory for the ¢ȱ to 
ȱȱ ȱ ȱȱȱ
ȱȱȱȱȱȱȱ
ȱȱȱȱǰȱȱ Ȭ
quently on the modality of configuring the 
ȱǯȱȱȱȱȱȱ
ȱȱ¢ȱ¢ȱȱȱ
ȱȱȱ¢ȱ Ȭ
ȱȱȱ£ǯȱȱ
ȱȱȱ ȱȱȱȬ
rity measures can be also defined as the art of 
ȱȱȱ ȱȱȱ
ȱȱȱǰȱȱȱȱȬ
ȱȱȱȱ¢ȱȱȱȱȱ
ǯȱ
The  main  security  objectivesǰȱȱ
ȱȱ¢ȱȱȱȱ¢ȱȱ
ǰȱǱ
¾ confidentialityȱȮȱȱȱ
£ȱȱȱǯȱ¢ȱ Ȭ
¢ȱȱȱȱȱȱǰȱ
ȱȱȱȱǰȱȱȱ¢ȱȱ
ȱ ȱȱ£ȱȱȱȱ
resources;
¾ integrityȱȮȱȱȱȱ
ȱȱȱȱȱ£ǲȱ
¢ȱȱȱȱȱǰȱ
by means of the integrity it is ensured that inȬ
ǰȱȱȱȱȱǰȱȱ
be modified;
¾ availability  it ensures that authoȬ
£ȱȱȱȱȱȱ Ȭ
ȱ¢ȱ ȱ¢ȱȱǲȱȱ Ȭ
ǰȱȱȱǻȱȱǼȱ
ǲ
¾ conformityȱȮȱ ȱȱ ǰȱ
regulations and standards.
¢ǰȱȱȱȱ
security management systemȱȱ Ȭ
ous advantagesǰȱȱ ȱ ȱǱ
¾ ȱȱȱȱȱȱ
ǻȱȱȱǼǲ
¾ ȱȱ¢ȱȱ
ȱ¢ȱȱȱȱǲ
¾ £ȱȱȱȱȱ
ǰȱȱȱǲ
¾ safely accessing information (by emȬ
¢ȱȱǼǲ
¾ ¢ȱȱ£ȱȱ Ȭ
¢ȱȱȱȱȱ¢ȱǲ
¾ ȱȱȂȱ Ȭ
ment in and commitment to information seȬ
curity;
¾ ȱȱ¢ȱ ȱ ȱ
¢ȱȱȱ£ȱǲ
¾ ȱ ȱȱǰȱ
regulations and local regulations;
¾ ȱȱȱȱȱȱ
¢ȱǲ
¾ business continuity.85 Finance - Accountancy
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ȱȱȱǰȱȱ audit and 
evaluation  toolsȱȱ¡¢ȱȱȱ
ȱȱȱȱȱ¢ȱ
ȱ ǰȱ ȱ¢ȱȱ Ȭ
ȱȱȱȱ¡ȱȱ Ȭ
£ǰȱ¢ȱȱȱ¢ȱȱ
ǰȱȱȱǰȱȱȱ
ȱǰȱǰȱȱ  Ȭ
ǯȱȱȱȱȱȱ¢ȱȱ
ȱȱȱȱȱȱ ȱȱ
ȱȱȱȱ Ȭ
Ȃȱ¢ǯ
2. Information Systems  
Security Audit 
Information  systems   security  audit
ȱȱ ¢ȱȱ   and  logic
access  auditǯȱǰȱȱȱ
must  be  used  (aiming  to  test  the  security) 
ȱȱǯȱ¢ǰȱ
phasesȱȱǰȱȱǱ
¢£ȱȱ¢ȂȱȱȬ
ǰȱȱȱǲ
¢ȱȱȱ¢ȱȬ
cess;
¢ȱȱȱȱǲ
 ȱȱȱȱȱ
ȱȱȱ¢ȱǲ
ȱȱȱ ȱȱǲ
establishing the data in custody;
establishing the security administrator;
ȱ ȱǲ
ȱȱ¢Ȃȱǲ
ȱ£ȱȱ
for accessing documents;
ȱȱ¢ȱǰȱ
¢Ǳȱȱȱ ȱȬ
ǰȱȱ ȱȱȱǰȱȱ
 ȱȱ¢ȱǰȱȱ ¢ȱȱ ȱ
ȱȱȱȱȱǰȱȬ
ȱǰȱ£ȱȱȱ
ȱȱȱ¢ȱȱǰȱ¢ȱȱ
ȱȱ¢ǰȱȱȱǲ
standard access. 
Logic access audit implies:
ȱȱ¢ȱȱȬ
ȱȱǲ
evaluating controls regarding system 
ȱǲ
evaluating the control environment in 
ȱȱȱȱ ȱ¡ȱȱȬ
Ȃȱȱȱȱ¢ȱȱȱȬ
sults;
ȱȱ¢ȱǰȱ
¢ȱȱȱȱǰȱȱȱ
ǯȱ
¢ǰȱȱȱȱȱȱȱȬ
ȱȱȱȂȱ¢ȱȱȱ
ȱǰȱȱȱȱȱȱ
ȱȱȱȱ ȱȱȱȱȬ
ǯȱȱȱǰȱȱȱȱ
ȱȱ¢ȱȱ researching of the acȬ
ȱǰȱȱȱ¡¢ȱȱȱ
ȱ ¢ȱȱȱȱȱ ȱ
ǯȱǰȱȱȱȱȱ¢Ȃȱ
ǰȱȱȱȱǰȱȱ
most times the ȱȱȱȱȱ.
¢ȱȱȱȱȱ¢Ȃȱ Ȭ
¢ǰȱȱȱȱ ¢ȱ¢ȱȱȱȱȱ
valuable source for the auditor. ConsequentȬ
¢ǰȱ auditor is entitled to request an interȬ
 ȱ ȱȱǰȱȱ Ȭ
ȱȱ ȱ¡ȱȱȱȱȱ
ǰȱȱȱ ȱ¡ȱȱȱ Ȭ
¢ȱȱ¢ȱȱȱ ȱȱ
ȱȱ¢ǯȱǰȱȱȱȱȱ
ȱ¢ȱȱȱȱ¢ȱȱ
ȱȱȱȱȱȱ ǰȱ
ȱȱ¢ȱȱȱȱ¢ Ȭ
ȱǯ86 Finance - Accountancy
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The  techniques  used  by  the  auditor
in testing the security are different. Some of 
ȱǱȱ
 ¢ȱȱȱǲ
 terminal identification;
 users  identification  and  authenticaȬ
tion;
 resources control;
 ȱȱ ȱȱȱ Ȭ
ȱ£ȱǲ
 ȱ£ȱǲ
 ȱ¢ȱȱȬ
tion controls;
 ȱȱ¢ȱȱ Ȭ
 ȱǯ
Techniques  investigation  also  involves 
ȱȱȂȱǰȱȱ
¢ȱȱ¢ȱǰȱȱȱ¡ Ȭ
ȱȱȱȱȱ ǯȱ
3 . Auditing Network
 Infrastructure Security 
Controls regarding network infrastruc-
ture security audit involve verification by the 
ȱȱȱ ȱȂȱȬ
ǰȱȱȱ¢ȱȱ¢ Ȭ
ȱ¢ȱǰȱȱȱȱ
ȱȱǰȱ¢ȱȱ
ȱȱȱ ȱ ȱ¢ǰȱ
¢£ȱȱ ȱȱȬ
ǰȱȱȱȱȱǯȱ
ȱȱǰȱȱȱȱȱȱ
ȱǰȱȱȱȱȱȱ ȱ
ȱȱ ȱȱ ȱȱȬ
ternet.
Combiningȱȱȱȱȱ
ȱȱȱȬȱ ȱ or of 
 ȱintrusion. These tests are of many 
ǰȱȱȱȱǰȱȱ
ȱǰȱȱǱȱ¡ȱȱǻ Ȭ
ȱȱȱ¡ȱǰȱȱȱ
 ¢ȱȱȱǼǰȱȱȱǻȱ
ȱȱ¡ȱǱȱǼǰȱȃȄȱȱ
(that test is limited or has no information reȬ
ȱȱ¢ǼȱȱȱȃȄȱǰȱ
ȱȱǯ
ȱȱȱȱȱ ȱǱȱ
ǰȱǰȱȱȱǯȱȱ
ȱȱȱȱȱȱȱ
ȱȱ ȱȱ¢ Ȭ
ǰȱȱȱ ȱǰȱȱ Ȭ
ȱȱ£ȱȱ ȱȬ
ǰȱȱ£ȱǯȱ
4 . Security M easures in the 
Entity  Client Relationship 
Security of commercial transactions 
The matter of security concerns the cliȬ
ǰȱȱ ǰȱȱȱȱȱȱ
¢ȱȱȱȱȱȱȱ
ȱǯȱȱȱȱȱȱȂȱ
behalf  are  closely  connected  to  disclosing 
ȱǰȱȱȱȱ  Ȭ
ȱǯȱȱ¢ȱȱȱȱ ȱȬ
ȱȱ£ȱȱȱȱȱ
ȱ¢ȱȱȱǰȱȱ Ȭ
ȱǯȱȱȱȱȱȱȱȱ
by the entity is that regarding the informaȬ
ȱȱȱȱȱ¢ȱ
ȱǰȱȱ£ȱȱ
ȱȱȱȱȱǯ
Buyer-seller connection security 
Ensuring  trading  transactions  security 
is not only a matter of security of the interȬ
ȱȱ ȱȱȱȱȱ
ǰȱȱȱȱ¢ȱȱȱȱȱȱ
ǯȱȱȂȱȱȱ
ȱȱȱȱȱȂȱȬ87 Finance - Accountancy
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